UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET. NAM
HUYEN TAY SON Doc 1ap - Ty do - Hanh phic

$6:1081 /UBND-CNTT Tay Son, ngay28 thang 12 nam 2020
Viv tlzucﬂhién I(iém tra, ra
soat 10 hong doi véi Cong
thong tin dién tir va thiet b
dugc dung dé ky so

Kinh guri:
- Cac phong, ban, nganh huyén;
- UBND céc x3, thi tran.

Theo béao cao tinh hinh an toan thong tin cia Cuc An toan thong tin va két
qua theo doi, giam sat ciia Trung tdm Giam sat an toan khong gian mang quéc gia
(NCSC) da ghi nhén va phat hién nhidu chién dich tén cong c¢6 chu dich st dung
ma ddc vao may tinh ngum dung, trong d6 c6 cac may tinh st dyng chir ky s6
chuyén dung Chinh phu va cdc Cong/Trang thong tin dién ti (website) cua céc co
quan nha nudc (*.binhdinh.gov.vn). Sy vige nay co thé tré nén rit nguy hiém va
nhay cam néu d6i tugng chong pha lgi dung dé dang tai, phét tan nhing ndi dung
xau, dgc, xuyén tac v€ chi quyén, chu truong chinh séch cua Déang va Nha nude,.
dac biét trong giai doan chuan bj trudc thém Pai hdi Pang toan qudc lan tha XIII

Theo dé nghi ctia S¢ Thong tin va Truyén thong tinh Binh Dinh tai Vén ban
s6 1256/STTTT-BCVT&CNTT ngay 22 thang 12 nam 2020 vé viéc thuc hién
kiém tra, ra soat 15 hdng ddi véi trang thong tin dién tir v thiét bi dugc dung ky sé;
Chu tich UBND huyén c¢6 y kién nhu sau:

1. Giao Van phong HDND va UBND huyén ra soat, xdc minh va xtr 1y viéc
tAn cong c6 chu dich sir dung ma doc déi véi Cong thong tin dién tit UBND huyén.

(Tham khdo hudng dén tai Phu luc 01 kém theo)

2. Pé nghi cac phong, ban, nganh huyén, UBND céc x4, thi trin thuc hién
mot s6 nhiém vu sau:

- Pam bao an toan thong tin trong sir dung chit ky sé chuyén dung Chinh
phu.
- Thong bdo, tuyén truyén ndi dung hudng ddn dam bio an toan thong tin

cho tat ca can bd, cong chirc, vién chirc, ngudi lao dong su dung chit ky s chuyén
ding ctia Chinh phu trong co quan, don vi, dia phuong minh dé biét, thuc hién.

(Tham khao huéng déan tai Phu luc 02 kém theo)

Trong qué trinh trién khai néu can hd tro lién hé: Phong Buu chinh, Vién
thong va Cong nghé thong tin - S& Thong tin va Truyén thong tinh Binh Dinh, dién
thoai: 02562.210517; Trung tdm Cong nghé thong tin va Truyén thong tinh Binh
Dinh, dién thoai: 0256.3811626; Vian phong HDND va UBND huyén, dién thoai:
02563.880761 dé dugc hudng dan, giai dap.



Pé nghi cac phong, ban, nganh huyén, UBND céc x4, thi tran trié
hién./.
Noi nhin: KT.CHU TICH
- Nhu trén; }3@1
- CT, PCT UBND huyén; e m‘tE@ r‘ O CHU TICH
- Lanh dao VP; S
- Luu: VT.
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Phu luc 01
HUONG DAN KIEM TRA, RA SOAT CONG THONG TIN PIEN TU

Theo két qua ra soat, phan tich cia Trung tim NCSC thi day khong phai
déu hiéu thn c¢6ng mang vao hang loat cac hé théng website, tuy nhién, mgt s6 dbi
twong xau di loi dung nhitng tinh nang cho phép nguoi dung binh thudng twong
tac, glti thong tin [én website nhu tinh ning ctia cac chuyén myc “Hoi dap, Liy ¥
kién, Dién dan, Phan hdi,...” nhim gin cac duong dan (backlink) quang cao dé
tang tuy tin, c6 thém lugng truy cap tir cac cong cu tim kiém. Phan 1on nguyen
nhén cua hién tugng nay 1a do cic website khong sir dung tinh ning kiém duyét
ndi dung ngudi ding dua 1én truéce khi cong khai. DE dam bao an toan thong tin
cho website ma don vi dang quan 1y, dé nghi:

1. Liét ké, kiém tra nhanh toan bd website, hé thong ma don vi dang
quan ly dé chi dong kiém tra, ra soat tinh trang lam dung

- Thyc hién ra soat toan by domain, subdomain dang quan 1y ¢ chi dong ra
quét, tranh bo sot. Ra soat lai cac hé théng khong con sir dung va can nhéic tam
thoi ngat két ndi/vo hiéu hoa néu khéng sir dung.

- Co thé két hop viéc thong ké thong tin ndi bd v&i st dung cong cu hd tro
kiém tra online: https://hackertarget.com/find-dns-host-records

2. Ra soat két qua trén cong cy tim kiém Google

Tim kiém nhanh céc bai viét co diu hiéu bi chén backlink trén Google str
dung ciu tric tim kiém: “[tr khoa lam dung]” site:[donvi.gov. vn].

Vi du: Két qua ciia cau tim kiém “truyén sex” trén cac website abe.gov.vn

“truyén sex” site:abc.gov.vn

Luu §: Noi dung tir khoa c6 thé mé rong thém tay vao dic tha cua don vi
chu quan.

3. Ra soat trong hé thong quan tri ndi dung, co' sé dit liéu

Quan trj vién website can thuc hién mot sd cong viée sau, dac biét lvu y cac
chirc nang cho phép ngudi dung co thé tw dang ndi dung 1én nhu Binh luin, Hoi
dap:

- Kiém tra ra soat céc tir khoa bang cong cu tim kiém cta website.

- Ra soat cac ndi dung bai viét, binh luin da dang tai. Ra soat thém trén co
s0 dit liéu néu can thiét,

- C4u hinh siét chit viéc kiém duyét ndi dung trudce khi dang [én website
cua don vi.




Phu luc 02

HUONG DAN PAM BAO AN TOAN THONG TIN CHO NGUOI §

CHU KY SO CHUYEN DUNG CUA CHINH PHU
1. CAc nguy co mat an toan thong tin va nguyén nhan

Cac phﬁn mém doc hai, gian di€p phat tadn theo t€p vin ban,
dudng link dinh kém théng qua thu dién to, tin nhin... hoic ty dong

ngudi st dung cdm USB d3 bi nhiém tir may tinh niy sang may tinh ki

c6 thé thu thip cac thong tin quan trong rdi tu
d6ng gui vé cac may chil & nudc ngoai.

May tinh ctia ngudi ding c6 thé bj xam
nhap trai phép thong qua cac 16 hong bao mat
clia hé diéu hanh va cdc Gng dung nhim toan
quyén diéu khién, khai thac, 14y cip va sir dung
thong tin ca nhan cho cac muc dich khéc.

Viéc mét mat, that lac laptop, thiét bi luu

trit di dong, dién thoai di dong... trong d6 co6 chira cac dit li€u quan trong

Céc nguyén nhan chii yéu d6 13 ngudi sit dung chua co hidu bid
quan, mit canh gidc voi céc nguy co gy mat an toan thong tin; chu
dtng céc quy trinh k¥ thuit; mdy tinh, mang may tinh chua dugc th
chinh sidch dam bdo an toan thong tin, cong tadc quan ly, gidm sat kj

nhiéu so ho.
2. Thiét 1ap may tinh méi an toan
Cac nguy co mat an toan thong tin c6 thé 14p tic anh hudng dé
ngay sau khi st dung may tinh mé&i mua hoac mai cai dét lai. Sau day 13
¥ dé thiét 1ap may tinh méi an toan chdng lai cic nguy co tin cong:
Vé6i cac may tinh méi mua chwa c6 hé didu hanh cén phai duod
diéu hanh tir cac dia cai dit phan mém ban quyén hoic chi tai cac tap ti
céc trang web cla nha san xuat (cAn kiém tra ma bam khi tai cc tép

U DUNG

anh dong,
lay lan khi
hac. Chiing

1

it hodc chu
 thue hién
iét lap céac
r thudt con

n chiing ta
mot sb luu

cai dat hé
n cai dat tu
tin cai dat

nay) tranh truong hop tai phai phién ban "gid mao” kém sdn mi doc, tyong tu ddi

v6i cac tmg dung phd bién nhu ing dung vin phong, bd gd tiéng Viét
khong str dung c4c phan mém bé khoa (crack) vi cac ké tdn cong thud
ddc hai trong cdc phan mém ndy dé phét tan.

.. tuy8t d6i
g gin ma
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Cdc phin mém bé khéa, keygen thuong chira ma déc

Khi cai dit xong nén thiét 1ap may tinh & quyén ngudi dung (User), khong
nén sit dung quyén quan tri vién (Administrator). Cc may tinh méi thuong duoc
nha san xudt cai dit sén mot sb chuong trinh dé quang cao, gid1 thieu hodc ban
dung thir cia cac phin mém. Cac phin mém ndy ¢o6 thé chira sin cac nguy co mat
an toan thong tin. Do d6 ngudi dung nén g& bo cac chuong trinh khong cén thiét
trén méy tinh ciia minh ngay trong qua trinh thiét 1ap ban dau.

Ngay sau khi cai hé diéu hanh can cai dit va dinh ky quét toan bd may tinh
bang phan mém diét vi-rat c6 ban quyén. Trén thi truong hién nay c6 rat nhidu
phan mém diét vi-rat mién phi va c6 tra phi. Can luu ¥ 13 cac chuong trinh mién
phi c6 thé it chirc nang hon nhung vin c6 thé gitp ngudi ding co ban chdng lai cac
mi doc phd bién. Can luu ¥ rang c6 mot s6 loai mi ddc gia mao chinh phan mém
diét vi-rat. Do d6 nguoi dung cling cAn phai tai tap tin cai dit chwong trinh diét vi-
rat tiy chinh trang web ctia nha san xuAt.

Trong qué trinh st dung, ngudi sit dung cn dinh ky kiém tra va cap nhat céc
ban va 16i, 15 héng bao mat cho hé diéu hanh va phin mém t(mg dung. Ngudi sir
dung ciing cAn thudng xuyén thay ddi mat khau va st dung mat khdu manh: Mat
khéu d6 dai tbi thiéu co 8 ky tu gdm chiF s, chit cdi (thudng va hoa) va ky tir dic
biét. Cin nhé rang mat khau manh s& bao vé may tinh trong sudt qua trinh str dung
vé sau. Mit khiu manh con gitip bao vé cip khoa trong truong hop that lac
thiét bi lvu khoa bi mat, ké xau chiém duoc thiét bi token luu khoa ciing khong thé
ky mao danh duogc " )



Thuong xuyén sao luu cac dit li€u quan trong, dung CD, DVD,
trén cac phuong tién luu trir khac. Cén than trong khi str dung thiét bj 1
khi sao luu dit lidu gifta cac may tinh. Hién nay mét s6 hang cho phép
dit lidu sao luu trén cac thiét bi luu trit ngoai dé bao dam tinh bi mat cug

3. Cai dat, cau hinh cac

phan mém ky so an toan

Pé thyc hién ky s6, dau
tién can cai dat phan mém diéu
khién thiét bi (driver) token ky
s6. Ngudi st dung chit ky sb
chuyén dung Chinh phu truy cap
trang web dé tai cdc phan mém

Litsendar
sty e 2

B Security Esgentials

AVIRA

driver va ky sé nhu VsignPDF,
Mot 50 phdn mém diét vi-rit trong

bd cong cu tich hop ky sb theo
Nghi dinh  30/2020/ND-CP

6 cting hay

iru trir USB
ma hoa cac

dir lidu.

va ngodi

ngay 05/03/2020 cta Chinh pha vé& cong tic van thu tai dia chi sau:

https.//dve.ca.gov.vu/tai-phan-mem

Mot chinh sich bat bude dbi véi ngudi sir dung may tinh 1a khi tai
mém nao trén mang vé trude khi cai dit chung ta déu nén quét ma do
thuc hién cai dat. Céng cu quét ma doc duoc Ban Co yéu Chinh phu g
dia chi sau: http://av.bey.gov.vn

Cin ¢t Pidu 9 ctia Nghi dinh 130/2018/NP-CP ngay 27/9/2018
pht quy dinh chi tiét thi hinh Luat giao dich dién tr v& chir ky s6 va did

thuc chit ky s6, diéu kién dam bdo an toan cho chit ky s6 cu thé nhu sau

- Chit ky sb6 duoc tao ra trong thoi gian chirng thu sb c6 hiéu luc
dugc bang khoa cong khai ghi trén chtng thu sé dé.

- Chit ky s6 duoc tao ra béng viéc st dung khoa bi mat tuong Gy

pat cr phan
c trudc khi
ung cap tai

cua Chinh
h vu ching

va kiém tra

12 vGi khoa

cong khai ghi trén chimg thu sé do mét trong cac td chic dugce phap lugt quy dinh

cap.
- Khéa bi mat chi thudc su kiém soat cuia nguoi ky tai thdi diém k

Vi vay, trong qué trinh thuc hién ky s6, xac thyc can luu ¥ dén
ctia Ban Co yéu Chinh phu cung cip dé dam bao an toan cho chit ky s6,
(1) Kiém tra chirng thw s truc tuyén: Tac vu nay s& két ndi t
ctia Ban Co yéu Chinh phu va kiém tra xem ching thu s6 con hiéu luc
truée khi tién hanh ky s6. Viéc kiém tra chir ky sé ndy c6 thé thuc hiéq

Y.
hai dich vu
cu thé:

51 may chil
hay khong
) thong qua




02 hinh thitc d6 1a kiém tra danh sach hay bd (CRLs) hodc kiém tra trang thai

chimg thu s truc tuyén (OCSP).

Thu vién s& ty dong kiém tra ching thu s6 can kiém tra va tra vé két qua.
Noi dung chting thu s6 can kiém tra & dam bao tinh x4c thuc, toan ven:

- Chiing thu s6 ¢6 phéi do Ban Co yéu Chinh phi cung cdp hay khong;

- Kiém tra thoi gian hop 1€ ctia chimg thu sé;

- Kiém tra chimg thu s6 di bi hity bo hay chua.

(2) Lay déu thoi gian: Dé xac dinh thoi gian ky b, trong qué trinh ky s6
cac thu vién s& két néi téi may chu cp déu thoi gian cia Ban Co yéu Chinh phiw.
Dong thoi, cho phép xéc dinh chinh x4c thoi diém nguoi st dung ky s6.

(Luu y: thoi gian 14y tir may chu, khong phai thoi gian may tinh ¢4 nhan cia
nguoi st dung).

Sau day la dia chi truy cép cac dich vu truc tuyén:

- Danh sach huy boé (CRLs): Attp://ca.gov.vn/pki/pub/crl/cp.crl

- Kiém tra tinh trang chimg thu s6 truc tuyén (OCSP): http.//ocsp.ca.gov.vn

- Méy chii dau thoi gian: http://tsa.ca.gov.vn

Thong tin chi tiét tai lieu, phﬁn mém, mi nguén tai dia chi: Attp.//ca.gov.vn

Ngoai ra nguoi st dung c6 thé tham khao cac video hudng din cai dit, cau

hinh céc phdn mém ky sb tai dia chi sau: https://dve.ca.gov.vn/video-huong-dan-
cai-dat-su-dung

CAU HINH HE THONG

May chu dich v céip déu thdi gian {TSA)

Bia chi: http:/fisa.ca gov.vn

Dich vy ki@m ¥ra ching thu s trdc tuyén
¢! Cho phép ki&m tra chdng thu s6 ngudi ky qua OCSP
Pudng dén danh séch chdng thu bi thu hi {CRLs): Thém Xda

http/ica.gov.vaipkifpublcrifcp cri
{http //pub . ca.gov.ynipkipubleriicp.crl

Huéng dan cdu hinh dich vu chirng thuec trén phan mém ky s6



4, Bao quén, sit dung thiét bj lwu khoa bi mat an toan

Thiét bi lwu khéa bi mat cla ngudi st dung chit ky sé chuyén
pht 12 thiét bi PKI Token dugc Ban Co yéu cdp ¢ chira cip khoa bi m4
va Chiing thu s cip cho nguoi str dung. Viéc thyc hién ky sb khong th
bi Token va mat khau,

T chirc quan 1y cAn ban hanh quy ché quan 1y, sir dung thiét bj
danh cho ngudoi st dung. Cac cd nhén c6 trach nhiém bao quan token
dat mat khau manh dé bao vé an toan cho cap khoa cua minh.

Nguoi str dung c6 thé ap dung quy tic dat mat khau manh ma va

Hung Chinh
it/cong khai
e thiéu thiét

PKI Token
an toan va

h dé nhé d6

12 thay ddi cac chit cAi tao nén mat khéu tir nhitng thong tin gin véi bam than, hoac

két hop cac chit cai cé trong cac tir cia mot cAu néi yéu thich, vi dy v3
khau manh la: 88 VinhpHuc{cke-peak}amp;, SH@idUong34%, #T3x1]

Pé danh gia d§ manh va kiém tra mét khau st dung cé nam tron
dién hodc co s dit ligu mat khéu di bi bé khoa khong ching ta c6 t
thong qua cac dia chi sau:

https://password.kaspersky.com/

Khéng giao Token ctia minh cho ngudi khac sir dung va tuyét do
ngudi khac biét mat khau Token ciia minh.

5. Huéng din nhanh ra quét mi dgc trén may tinh nguoi dun

Dé thuc hién nhanh ra quét, g& boé ma doc, nguoi ding can th
buéc cu thé, nhu sau:

Budc 1: Tai cong cy ra quét ma doc tai dia chi:

http.//av.bey.gov.vn/Malware%20Remove%20Tool.exe

Buwdc 2: M6 ¢ong cu vira tai va thuc theo hinh anh duéi day:

- Chon cac céc doi tugng dé ra quét.

nhimg mét
LtyVn$#

g cac bd tu

hé kiém tra

| khéng cho

2

rc hién cac




No threats found

Duration: $0:00:03
Processed: 1 object, detais
Found: 0 objects
Meutralized: 0 phjects
Quarantined: 0 objects

i Start scan

Objects to scan

% Add object... .
91 <® system memony
7} 4 startup objects

- Nhén Start scan dé bat quét virus
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Duration: 00:00:03 Duration: 00:04:30

Processad: 1 objact, detzis " Processad: 7708 objects{datected 4 ob@
Found: 0 ohjecs

Meutralized: 0 objects

Quarantined: 0 objects Object: ..A_vl.2.dooy}wordlembaddings/ic

~ Start scan ‘,

. Stop sca

—

osoft_Fxcel Worksh

Truong hop cong cy co phat hién virus trén may tinh, ngudi ding nén lua
tac x6a b6 nhu hinh duét day.

chon thao

1

5 objects detected
Select action for found objects:
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&% Copy all to quarantine %0 Meutralze 3l &3 Skipal % Restore default actions

not-a-virusiHEUR:AdWare. Win32.Zdengo.gen
Fila: Ci\wvindows, System32idiiversie4992d4aBcea31e21a705d76003c88ch.5vs  Skip

not-a-virus:RiskTool. Win3 2. HackiKMS.i
File: C:\ProgramDataiiKMSALILeS hInKMESS axe Delete

L aan

Lag ar compuier o personal dets

HackTool. MSIE . HackKPMS.a3

File: CAProgramDate\KMSAULoSIKMSAULD Net.axe ‘Copy to guarantine

HEUR:Trejan. WinkLHK Starter.gen

File: Cl\UsarstyPCLAppDataiRoaming\Micros. . s\Start Menu'Programs\Startupiwdubrwea. i Delete

T el eias]

not-a-virus:Server-FIP.Win32.SFH.vvs

File: G:\Download\tftpd64 .464'tpdsd.exe - Skip

Legal softweare that can be used by oiminals to damege vour computer o parsoral dats

Tham khao
1. http://antoanthongtin.gov.vn
2. https://dvc.ca.gov.vn
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