UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
HUYEN TAY SON Poc 1ap - Tw do - Hanh phiic

S6: 69 /UBND-VX Tay Son, ngay 19thang 01 nam 2022
V/v canh bao 16 hong bao mat
anh huong cao va nghiém trong
trong cac san pham Microsoft

cong bo thang 01/2022

Kinh guri:
- Cac phong, ban, nganh thugc huyén;
- UBND cac x4, thi tran.

Theo d& nghi cia S& Thong tin va Truyén thong tai Vian ban sd
55/STTTT-BCVT&CNTT ngay 17/01/2022 vé viéc canh bao 16 hong bao mat
anh huong cao va nghiém trong trong cac san phim Microsoft cong bd thang
01/2022. Bé bao dam an toan thdng tin cho hé thong thong tin cua co quan, don
vi, dia phuong va trén khéng gian mang, Chu tich UBND huyén dé nghi tha
truong cac phong, ban, nganh, cha tich UBND cac x4, thi trin trién khai thyuc
hién cac noi dung sau:

1. Chi dao kiém tra, ra soat, xac dinh may sir dung hé diéu qhénh Windows
€O kha nang bi anh huong. Thyc hién cap nhat ban va kip thoi dé tranh nguy co
bi tan cong (c6 Phu luc hudng dan giri kém).

2. Tang cudng giam sat hé thong mang tai co quan, don vi de Kip thoi
phéat hién hoat dong tan cong mang, phdi hop véi Doi ing ctru sy cd an todn
théng tin mang cua tinh, phong chuyén mén cta huyén trong xu ly, Gng clru
truong hop Xay ra su ¢6 mat an toan thdng tin khi hoat dong trén moi truong
mang.

Trong qua trinh trién khai néu can hd tro 1ién h¢ Phong Buu chinh, Vién
théng va Cong nghé thong tin thugc S& Thong tin va Truyén thong, dién thoai:
0256.2210517.

Pé nghi cac phong, ban, nganh thugc huyén, UBND céc x4, thi tran trién
khai thyc hién./. Q&=

Noi nhén: KT CHU TICH

- Nhu trén; ‘
- CT, cac PCT UBND huyén; AN T

- CVP, PVP, C2;

-Luu: VT




Phu luc

Thong tin vé cic 16 hong bio mit trong sain pham Microsoft

(Kem theo Cong van s0

1. Théng tin cac 16 hong bao mat

’ /JUBND-VX ngay /01/2022
cua Uy ban nhan ddn huyén)

STT CVE Mo ta Link tham khao
- DPiém CVSS: 938
(Nghiém trong)
- Lo hong trong ,HTT;P. https://msrc.microsoft.
Protocol, cho phep doi com/update-
1 | CVE-2022-21907 |tuong tan cong thuc thi

ma tr xa.

- Anh huong: Windows
Server 2019/2022,
Windows 11/10.

guide/vulnerability/CV
E-2022-21907

- Piém CVSS: 9.0 (Cao)
- L& hong trong
Exchange Server, cho
phép dbi tugng tan cong

https://msrc.microsoft.
com/update-

2 | CVE-2022-21846 thuc thi ma tir xa. guide/vulnerability/CV
- Anh huéng: Microsoft | E-2022-21846
Exchange Server
2019/2016/2013.
- Piém CVSS: 9.0 (Cao)
- L6 hong trong
Exchange Server, cho | https://msrc.microsoft.
phép doi tugng tan cong | com/update-guide/en-
3 | CVE-2022-21855 | 4y, ¢ thi ma tir xa, US/vulnerability/CVE-
- Anh huéng: Microsoft | 2022-21855
Exchange Server
2019/2016/2013.
- Piém CVSS: 9.0 (Cao)
- L6 hong trong
Exchange Server, cho https://msrc.microsoft.
phép doi tugng tan cong | com/update-guide/en-
4 | CVE-2022-21969 |4 thi md tir xa. US/vulnerability/CVE-
- Anh huéng: Microsoft | 2022-21969
Exchange Server
2019/2016/2013.
- Biém CVSS: 8.8 (Cao) https://msrc.microsoft.
- Lo~ hong trong com/update-
5 | CVE-2022-21840 | Microsoft Office, cho

phép ddi tuong tin cong
thuc thi ma tir xa.

guide/vulnerability/CV
E-2022-21840



https://msrc.microsoft.
https://msrc.microsoft.
https://msrc.microsoft.
https://msrc.microsoft.
https://msrc.microsoft.

- Anh huéng: Microsoft
SharePoint  Foundation
2013, SharePoint Server
2019, Microsoft Office

2016/2013/LTSC
2021/2019, Microsoft
Excel 2016/2013,

Microsoft 365

CVE-2022-21875

- Piém CVSS: 8.8 (Cao)
- L hdng trong Active
Directory Domain
Services, cho phép dbi
twrong tin cong ning cao
dic quyén.

- Anh huong: Windows
Server
2022/2019/2016/2012/20
08, Windows 11/10/RT
8.1/7.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2022-21857

CVE-2022-21911

- Diém CVSS: 7.5 (Cao)
- L hdng trong .NET
Framework, cho phép ddi
tuong tAn cong thuc hién
tan cong tu chdi dich vu.
- Anh huéng: Microsoft
.NET Framework 3.5
AND 4.7.2,
4.6/4.6.1/4.6.2/4.7/4.7.1/
4.7.2,...

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/CVE-
2022-21911

CVE-2022-21836

- Piém CVSS: 7.8 (cao)

- L6 hong trong
Windows Certificate, cho
phép dbi tugng tan cong
thyc hién tin cong gia
mao

- Anh hudng: Windows
Server
2022/2019/2016/2012/20
08, Windows 10/RT
8.1/7.

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/CVE-
2022-21836

CVE-2022-21841

- Biém CVSS: 7.8 (cao)

- L6 hong trong
Microsoft Excel, cho
phép dbi tugng tan cong
thuc thi ma tir xa.

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/CVE-
2022-21841



https://msrc.microsoft.
https://msrc.microsoft.
https://msrc.microsoft.
https://msrc.microsoft.

- Anh huéng: Microsoft
Office
2013/2016/2019/LTSC20
21, Microsoft 365.
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CVE-2022-21837

- Diém CVSS: 8.3 (cao)

- L6 hong trong
Microsoft SharePoint
Server, cho phép dbi
twong tin cong thuc thi
ma tur xa.

- Anh huéng: Microsoft
SharePoint Server 2019,
2016

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/CVE-
2022-21837
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CVE-2022-21842

- Piém CVSS: 7.8 (cao)

- L& hong trong
Microsoft Word, cho
phép dbi tugng tan cong
thuc thi ma tir xa.

- Anh huéng: Microsoft
Word 2016.

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/CVE-
2022-21842

2. Huéng dan khic phuc

Bién phap tot nhat dé khic phuc 1a cap nhat ban va cho céc 16 hong béao

mat noi trén theo hudng dan cua hing. Cac co quan, don vi, dia phuong thqm
khao cac ban cap nhat phu hop cho cac san pham dang st dung tai link nguon
tham khao tai muc 1 cua Phu luc.

3. Tai li¢u tham khao

https://msrc.microsoft.com/update-guide/en-us

https://msrc.microsoft.com/update-guide/releaseNote/2022-Jan


https://msrc.microsoft.
https://msrc.microsoft.
https://msrc.microsoft.com/update-guide/releaseNote/2022-Jan
https://msrc.microsoft.com/update-guide/en-us
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