UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
HUYEN TAY SON Doc lap - Tw do - Hanh phuc

Sb: 146BND-TH Tay Son, ngay 22 thang 9 nam 2023

VIV huéng dan céc yéu cau doi
Vi ha tang cong ngh¢ thong
tin co ban

Kinh gui:
- Cac phong, ban, nganh thudc huyén;
- UBND cac x4, thi tran.

Thuc hién chi dao ctia Cha tich UBND tinh tai Cong van sb 6366/UBND-
KSTT ngay 03/9/2023 vé viéc khac phuc ton tai, han ché vé diéu kién “ha tang
cdng nghé thong tin co ban” tai cap huyén, cp xa va dé bao dam cac yéu cau doi
v6i ha ting cdng nghé thong tin co ban phuc vu chuyén doi s6 tai UBND huyén va
UBND cac x4, thi tran; Theo Van ban s 1118/STTTT-BCVT&CNTT ngay
15/9/2023 cua So Thong tin va Truyen thdng Vé viéc hudng dan mot s6 noi dung
lién quan dén md hinh mang, cac thiét bi va téc do két ndi cac duong truyén;

UBND huyén dé nghi cac phong, ban, nganh huyén va UBND cac xa, thi
tran trién khai thuc hién mot s6 nhiém vu, cu thé nhu sau:

1. M6 hinh mang co ban

Ap dung mo hinh phan hé mang noi bd (mang LAN) dugc quy dinh tai Phu
luc kém theo Quyét dinh sé 67/2020/QD-UBND ngay 08/10/2020 cia UBND tinh
vé viéc ban hanh Quy ché quan ly, van hanh, két néi va sir dung mang truyén sé
liéu chuy@n dung cap 11 (TSLCD) trén dia ban tinh Binh Dinh.

2. P6i véi cau hinh thiét bi theo mé hinh mang co ban
a) Cau hinh co ban d6i voi may vi tinh sir dung (hoic twong duong):
- Hé diéu hanh téi thiéu: Windows 10 Pro c6 ban quyén Microsoft;

- RAM tdi thiéu: 8GB DDR4; Bo vi xu ly (CPU) toi thiu: Intel Core i3; O
ctng SSD toi thiéu: 128 GB;

- Man hinh hién thi LCD 21 inch;

- Thing may va ngudn (Case & PSU), Chuot (Mouse) va Ban phim
(Keyboard).

b) Thiét bi chuyén mach (Switch), thiét bi Tuong la (Firewall) téi thiéu.
(C6 phu luc 1, 2 kém theo)

3. Toc dd két ndi cac dwong truyén

a) Déi voi duong truyén Internet tai Bo phan 01 cira cap huyén, xa:

Mbi co quan, don vi, dia phuong can xay dung Internet riéng biét, bao gom:
01 duong truyéen phuc vu hoat dong caa can bg, cong chirc lam viéc tai Bo phan 01
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cua va 01 duong truyén phuc vy nguoi dan dén thuc hién tha tuc hanh chinh, cu
thé:

- Toc d duong truyén phuc vu hoat dong cia can b, cong chirc lam viéc tai
Bo phan 01 cura toi thieu 200Mbps (c6 cam két ctia nha cung cap dich vu).

- Téc do duong truyén phuc vu nguoi dén dén thyc hién tha tuc hanh chinh
tbi thiéu 200Mbps (co cam két cta nha cung cap dich vu), ddng thoi phai co trang
bi cac thiét bi phat song wifi hodc 4G.

b) Di v6i duong truyén Internet tai tru s6 UBND cap huyén, cap xa:

- Péi vai UBND cap huyén toc do duong truyén tdi thiéu 300Mbps (co6 cam
két cua nha cung cap dich vu).

- P6i voi UBND cap xa toc d6 duong truyén toi thicu 200Mbps (c6 cam két
cua nha cung cap dich vu).

¢) Pdi voi toc do toi 'ghiéu cua dudng truyén Sé liéu chuyén dung (goi tat 1a
TSLCD) tai tru s6 UBND cap huyén, cap xa:

- Bang thong t6i thiéu 2Mbps danh riéng cho dich vu hoi nghi truyén hinh
(Theo hudng dan tai Cong van s6 2558/BTTTT-BDTW ngay 02/8/2019 cia Bo
Thong tin va Truyén thong veé viéc cong bé tai liéu husng dan viéc xay dung, trién
khai ha ting mang va hé thong thiét bi; tiéu chuan k¥ thuat két ndi cac hé théng
HNTH).

- Péi véi céac dich vu khéc chay trén duong TSLCD (néu c6), S Thong tin
va Truyén théng sé& co6 hudng dan cu thé dé nang cap bing thong duong truyén.

4. Pam bao An toan théng tin cho mdé hinh mang

- Pé dam bao an toan thdng tin va bao mat di liéu khi tham gia hoat dong
trén moi truong mang, dé nghi cac co quan, don vi, dia phwong thuc hién xay dung
va phé duyét Ho so dé xuit cip d6 an toan hé thong thong tin di véi cac hé thdng
thong tin do don vi, dia phuong van hanh theo Huéng dan cua cia So Thong tin va
Truyén théng tai Cong van sé 536/STTTT-BCVT&CNTT ngay 10/05/2023.

- B4i voi céc hé thong thong tin da dugc phé duyét Ho so dé xuit cap do, dé
nghi co quan, don vi, dia phuong trién khai day du cac phuong an dam bao an toan
thong tin da dugc thuyéet minh va phé duyét.

5. Céc phong, ban, nganh huyén va UBND céc x4, thij tran

- Thyc hién céac yéu cau ddi véi ha tang cong nghé thong tin co ban phuc vu
chuyén doi s6, cai cach thu tuc hanh chinh tai cap huyén, cip xa bao dam tinh dong
bd, hiéu qua, dap Gmg yéu cau cong viéc va bao dam an toan hé thng thong tin
theo cAp do ddi véi cac hé thong thong tin do don vi, dia phuong van hanh theo
quy dinh tai Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ctia Chinh phu.

- Thuc hién viéc bd tri nguon luc, kinh phi dé dau tu, nang cap, duy tri

hoat dong thuong xuyén cua “ha tang cong ngh¢ thong tin co ban™ dam bao 5O
lugng may vi tinh, toc do duong truyén, thiét bi chuyén mach (Switch), thiét bi
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Tuong lta (Firewall),...; thiét 1ap mang LAN va két ndi mang truyén sé liéu
chuyén dung, internet thong sudt tai don vi, dia phuong.

Trong qué trinh trién khai néu c6 vudng mic, kho khan dé nghi bao céo
UBND huyén (qua phong Van héa va Thong tin huyén) dé tong hop, xem xét chi
dao./.

Dé nghi cac phong, ban, nganh huyén va UBND céc x4, thi tran trién khai

thuc hién./. j.—

Noi nhén: KT. CHU TICH
- Nhu trén;

- CT, cac PCT UBND huyén;
- Lanh dao VP+C4;

- Luu: VT. %/




4

Phu luc 1
Thong so ky thuit thiét bi mang ndi by toi thicu tai huyén
(Ban hanh kem theo Cong van so /UBND-TH ngay  /9/2023 ciia UBND huyén)

* Thiét bi c6 thong sb k¥ thuat tuong tu, tuong dwong hodc cao hon thong sb ki
thudt toi thicu.

1. Thong s6 thiét bi Firewall toi thiéu

TT NOI DUNG YEU CAU KY THUAT

| | Ning lwc thiét bi

1 | Thong lugng Firewall 10 Gbps

2 | Thong lugng NGFW 1.6 Gbps

3 | Thong lugng IPS 2.6 Gbps

4 Thong _ lugng Threat 1 Ghps
Protection ’

5 SQ !u’qng phién két n61 dong 1,500,000
thoi

6 SO,. IL}’?ng phién két nodi 50,000
maoi/gidy

Il | Céc tinh niing hé trg

1 Yéu cau kién trac phan
cung

2 | C4c tinh ning SD-WAN Co hod trg
3 | Céc tinh ning bao mat IPS | C6 ho trg
4 Cac tinh nang  Anti-
Malware/Anti-Virus

Céc tinh nang Web va
Video Filtering

Cac tinh nang kiém soa
6 |ung dung (Application| C6 hd trg
Control)
7 | Tinh san sang Co ho trg
1 Ban quyén phin mém va
dich vu di kem

Thiét bi c6 day du ban
1 |quyén st dung cac tinh| Co hd tro, trang bi
nang bdo mat nang cao

Bao hanh, dich vu hd tro k¥
thuat

Co ho tro

C6 ho tro

C6 ho tro

C6 hd tro, trang bi

2. Thong s6 Switch core toi thiéu

TT NQI DUNG YEU CAU KY THUAT
I Feature Switch/ Tinh ning




Chuyén mach

Cong xuit chuyén doi /

1. | Switching capacity (data 240 Gbps
rate, full duplex)
Kha ning chuyén tiép /
2. | Forwarding capacity (data | 170 Mpps
rate, full duplex)
S6 cong / Fixed ports:
3 |10/100/1000 Mbps R}45 | 12/24port
Modular ports: 1/10GBASE-
4. T RJ45 (max.) 12/24 port
5. | Modular service: IPsec VPN| C0 ho tro
Advanced IPv4/v6 Layer 3
6. | routing (OSPF, BGP, CO hd trg
VRRP, PIM, PBR, VRF)
Feature Electrical and
Il | Mechanical / Tinh nang
dién va Co khi
- 10/100/1000 Mbps, 10 Gbps 10GBASE-
Tports: RJ-45
- 100 Mbps SFP ports
- 1 Gbps SFP ports
- 10 Gbps SFP+ ports
- 40 Gbps QSFP+ ports
- Quan ly Ethernet ngoai bang tan:
Tity chon két néi / 10/100/1000 Mb / giay RJ-45 / Out-of-
1. Connector options band Ethernet management: 10/100/1000
Mbps RJ-45
- Quan ly bang diéu khién: Cong nbi tiép
Mini-USB RS232 serial port (Mini-B plug)
/ Console management: Mini-USB RS232
serial port (Mini-B plug)
-Truyén tép tin: Cong USB, phich cam
chuan A / File Transfer: USB port,
standard-A plug
B0 nhé Ram / DRAM
2. | Bo nhé Flash / NVRAM C6 ho tro, trang bi
(Flash)
3 HO tro toi da / Maximum C6 hd trg IPv4 va IPv6, toi da tuy theo thiét
" | routes (in hardware) bi
4. | Két noi chinh / Trunking C6 ho trg
5. | Bao mat/ Security C6 hd tro
6. Tinh nang SDN / SDN Co h tro

features
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Tinh kha dung cao / High
availability

Co ho tro

Bo tinh nang 16p 2 / Layer 2

Co ho trg, trang bi

Bo tinh nang 16p 3 / Layer 3

C6 ho trg, trang bi

10.

Quan ly / Management

- DHCP Auto Configuration

- Configuration Logging

- USB file management and storage
- TELNET Client and Server

- Remote Monitoring (RMON)

- SNMP

- SFlow

- NTP Network Time Protocol

- SCP

. Other management

3. Thong so Switch access toi thi¢u

TT NOI DUNG YEU CAU KY THUAT
I Feature Switch/ Tinh nang
Chuyén mach
Cong xuat chuyén doi / Switching
L capacity (data rate, full duplex) 100 Gbps
Kha nang chuyén tiép / Forwarding
2 capacity (data rate, full duplex) 50 Mpps
3 S6 cén_g 10/100/1000 Mbps RJ45 | o105 4 nort
downlinks
Tinh niing tich hop sin / Base
4. | IPv4/v6 Layer 3 routing (static Yes
routing, RIP)
Advanced IPv4/v6 Layer 3 routin X
> | (OSPF, VRRP, PIM, PER featuregs) €6 ho tro
Feature Electrical and
Il | Mechanical / Tinh nang di¢én va
Co khi
- 10/100/1000 Mbps RJ-45
- 1 Gbps SFP ports
- 1/10 Gbps SFP+ ports*
- Out-of-band Ethernet management:
L | Tuychon két n6i / Connector 10/100/1000 Mbps RJ-45*

options

- Console management: RJ45 serial
port and USB Type-C port with serial
communication device class support*
- File transfer: USB port, standard-A

plug*




9 B0 nhé ram / DRAM - Co hc§ trg, trang bi
" | Bo nh¢ Flash / NVRAM (Flash) - C0O ho tro, trang bi

3 H) tro tdi da / Maximum routes (in | Co hod tro IPv4 va IPv6, tdi da tuy
" | hardware) theo thict bi

4. | Két nbi chinh / Trunking C6 hd trg

5. | Bdo mat / Security C6 hd tro

6. | Tinh niing SDN / SDN features Co hod trg

7 Tinh kha dung cao / High Co hd tro

availability
8. | B0 tinh nang l6p 2 / Layer 2 C6 hd tro
9. | B0 tinh nang l6p 3 / Layer 3 C6 hd tro
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Phu luc 2
Thong so ky thuat thiét bi mang ndi by toi thi€u tai xa thi tran
(Ban hanh kem theo Cong van so /UBND-TH ngay  /9/2023 ciia UBND huyén)

* Thiét bi c6 thong sd k¥ thuat twong tu,twong duong hoic cao hon thong s ki
thuat to1 thiéu.
1. Thong so Firewall toi thiéu

TT NOI DUNG YEU CAU KY THUAT
I Nang lwc thiét bi

1. | Thong lugng Firewall 2.6 Gbps

2. | Thong lugng NGFW 1,6 Gbps

3. | Thong lugng IPS 2 Gbps

4. | Thong lugng Threat Protection | 750 Mbps

5 S6 luong phién két nd1 dong 1.300.000

thoi

6. | S6 luong phién két ndi mai/giay| 40.000

Il | Céc tinh ning hd tro

s .z ; 5 ho
1. | Y&u cau kién tric phan ctirng 0 ho tro
2. | Céc tinh nang SD-WAN C6 h6 tro
3. | Céc tinh nang bado mat IPS Coho tro
4| Céctinh nang Anti- C6 ho tro
" | Malware/Anti-Virus
5 Céc tinh nang Web va Video C6 ho trg
" | Filtering
g, | Céctinh ning kiém soat tng | CO ho trg
" | dung (Application Control)
7. | Tinh sin sang C6 ho trg
2. Thong so6 switch toi thi¢u
TT NOI DUNG YEU CAU KY THUAT
I Feature Switch/ Tinh nang
Chuyén mach
Cong xuit chuyén d6i / Switching
L capacity (data rate, full duplex) 100 Gbps
Kha ning chuyén tiép /
2 Forwarding capacity (data rate, S0 Mpps




full duplex)
3 36 cégg 10/100/1000 Mbps RI4S5 | o0 0104 oort
ownlinks
- 10/100/1000 Mbps RJ-45
- 1 Gbps SFP ports
- 1/10 Gbps SFP+ ports*
- Qut-of-band Ethernet management:
4 Tuy chon két ndi / Connector 10/100/1000 Mbps RJ-45*

" | options - Console management: RJ45 serial
port and USB Type-C port with serial
communication device class support*

- File transfer: USB port, standard-A
plug*

5 B0 nhé ram / DRAM - Co h(§ trg, trang bi

" | B0 nh¢ Flash / NVRAM (Flash) - C6 ho trg, trang bi
5 HO tro toi da / Maximum routes Co h(’), tro IPv4 va IPv6, toi da tly

" | (in hardware) theo thiét bi
7. | Két noi chinh / Trunking C6 ho tro
8. | Bao mat / Security C6 hd tro
9. | Tinh nang SDN / SDN features C6 hd tro
10 Tinh kha dung cao / High Co h tro

availability

11. | B0 tinh ndng 16p 2 / Layer 2 C6 ho trg
12. | B6 tinh ning 1ép 3 / Layer 3 C6 ho trg
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